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Weeki Wachee High School (WHS) and Hernando County School District (HCSD) Student White Hat Agreement Form

Parents and WHS Students, please carefully review this document together.

As part of your Cybersecurity experience, students will be exposed to professional cybersecurity
tools and techniques. With proper use, these components allow a security or network
administrator to better understand the vulnerabilities and security precautions in effect. Misused,
intentionally or unintentionally, these components can result in breaches of security, damage to
data or other undesirable results. Since lab exercises will be carried out in part within a public
network, parents/guardians and students must agree to the following before students can
participate in lab exercises. If parent/guardians and students are unwilling to sign this form, then
students cannot participate in the lab exercise portion of the cyber course.

By signing this document, as a WWHS Student, I agree to:

- Only examine those accounts and systems specified by my instructor,
- Report any security vulnerabilities discovered to Mr. Early or an administrator immediately, and not disclose them to anyone else,
- Maintain the confidentiality of any private information I learn through exercises
- Actively use my account with the understanding that their contents and actions may be discovered by others,
- Waive all claims and discharge Mr. Early and the HCSD Board of Education, its officers, agents, employees and representatives from all claims, demands, liabilities, causes of action related to my participation,
- Hold harmless and indemnify Mr. Early and the HCSD Board of Education, its officers, agents, employees and representatives from all claims, demands, liabilities, causes of action, for any consequences or actions should I choose to use what I learn during outside the physical or virtual confines of the laboratory or classroom, and
- Abide by the computing policies of the Hernando County School District Board of Education and by all laws governing use of computer resources on campus, the State of Florida, and the United States.

By signing this document, I, as a Hernando County School District Student, agree to NOT:

- Attempt to gain access or any other increase in privilege on any system without authorization,
- Disclose any information I discover as a direct or indirect result of lab exercises
- Take actions that will modify or deny access to any system, data or service not owned by me,
- Attempt to perform any actions or use utilities presented in the laboratory outside the confines and structure of the labs or classroom,
- Utilize any security vulnerabilities beyond the target accounts or beyond the duration of lab exercises,








- Pursue any legal action against Hernando County School District instructors or the Board of Education for any consequences or actions should I choose to use what I learn outside the physical or virtual confines of the WWHS laboratory or classroom,
- Download or load any attack software (includes any software that may be construed as attack software) on HCSD networked systems,
- Launch an attack against CCSD and other System of Georgia assets except as specified in assignments on course systems,
- Use any HCSD and other System of Florida systems to initiate an attack, and
- Use any HCSD and other System of Florida systems as a means to exploit another organization.

Failure to comply with this agreement may lead to the following consequences:

1) Loss of account privileges for all HCSD systems.
2) Referral of conduct to school authorities.
3) Referral of conduct to criminal authorities.

Failure to agree to these terms forfeits your right to participate in the AP Cyber Security Class. Continued participation in classroom activities is viewed as acceptance to these terms and conditions.

_________________________________________________________________________
Parent Signature and Date	

_________________________________________________________________________
Parent Signed name and Date
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